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i!*v PaXton, §*> Ball and t he tTFiter; -©tent 'to the fatoht Off |o© in Hictesond 



on 'Shoo^ot : 0» ■ 1942. ' '•?&# purpose of the ’-trip ©ad'to-Xo&ra,' first-hand,. the saa* ■ 
;a*ir in Uhieh' secret 'applications were handled ;hy the Fatsut Office and 'to-do* 
terrain© feoth feh® groooduros and, tha £aailsiiaa;f©r abdarvias seerecyv, 

■".''■la Divisions 21, .Id, 40j:-- : 83' : aad.;§5, ; it ■#a$ found that- aocnrot appX.Xcstioais 
©ere' teph- In ,ife drawer of a •siebl.deek belonging, to the Chief of the. division 
-16 each cam, end looked therein',,. the Chief Of. .Moioidn' MoholXy keeping ’fcho key. .■ 
In t>l visions 18 and tS-aro keptsoao of the highly secret cryptograph applications 
of -th©’ Sigb&X.- Corps. tie mie inforissd'. that -in division -16 those .oasoa'.'wsre given 
to the mmangora for the .purpose 'of parrying to -other,. jpa>ts of tho.'bul.ldlag to 
Obtain photostats and. to bd'doii^erod to . other emmiaero, _ Xt-id further tinder* 
abod# that then© laeoaaiigera .hou©'.not ( b©on oXeardsl for socreoyv ' £ha statue -of -, 
exassinero dad others in this, regard is not Imeim. >ln division 56, the . eases. aro 
koptla **. locked. . . -In Division $d, they fur© hept in m old standard 

file,-,t?Mch.i0.proti4od lock, -'la Mviaioa $X,. thore is a key-looked file 

«hicb, fisoat nearly dppfoaoho®. our -oogMnabioa! fil© cabinets*--;'' Sh© key for -this'.’ 
cabinet, t&c kept , in the desk •.<*£ the. jMctctacV.-C^ of that Division. 

"IV. Pulton, laider.dird.otida . bf'lfr* Hall', and. filth' m order ai^®d.i>y .Sr* ;\ •' 
Soli, ' froceode'd to .the. photostat .roodf and introduced Mmsflt as an caploye© of . 
the Signal Corps,,. -with at; other' i&oaiifi cation, ' anti 'p®rmmt%$ '.being unknown to - j 
th© .aoahore o? the. photostat- rota. . So handed ift© order to the Chief of the | 
Division, said order cgXXidg for a photostatlo;., copy of moh sheet of. the drawing j 
of an appliea.tio6'.fXl©d'6y : the; 8i&&£- <fof|»a, and asked .if thss photostat could ho I 
furnished that affeoropoa.V : 5b® ;mmor hoiag i& the affimt- tiro, -tfr. fdlfcon return 
..at the • appointed -hour had ssne handed thaphotost®^.. Bo ^zrthar;. identifioation 
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ticas: requested. t ,• \ 

Bach Divialon has- a dockct-boofc, which includes the Serial Humber, filing 
data* nasi® of tho inyshtor, title of the application, the status thereof, and 
nano of tho . examiner to whoa it is Charged. ..Shesa books aro kept on the desk 
of the clerk of the Division and are not in the. oaf®. While those books arc 
watched during the day,, it would be readily possible for a foreign agont to examine 
those 'books and usoortain- the Serial Sussbor and' filing date of several Signal ,. 
..Corps applicafcibnq, provided they knew the ndse of the- inventor or so®© other 
information, cud thereby get tho data with which » to place an order similar to 
•that given to t.he. photostat reaps,. by Mr.. Pol ton. 

* V ffluiit an application Is 'filed, it is not put in a locked cabinet of any typo. 



'even though tho cas©. any b© secret,, •'until, the ©sraainor. receives info motion that 



•/■• r. 



'•tho' 1 case is' secret. Befo.ro that time, the cases are kept in racks along the. side 



on- 



of the mil end the drawings dr© kept, in looked fil® cabinets, accessible to 

. . * ■ : \ ■ J •* . . 7 7 ' ’ 






■any 'person who •‘Hjighb break in after hours. 



The security of the portion 1 of the Patent Office in .Washington has boon 



under constant observation for soa©. time by Kr. Hall and Sr. Pol ton. This in- 



vestigation has revealed 'the locked file cabinets in the War Division are not 
of approved construction, they being bey-locked file cabinets. • Sr. ^olsh.koops 
tho keys in the drawer of his steel desk. It may be added that Hr. Welch’s 
dbsk appears to bb habitually locked, even throughout the day except when actual 
use retires it bo temporarily unlocked. . \ .. 

• Applications filed in the Patent Office include drawings. These drawings 
ore sent to a cotmioreial photost&tic eompany. in Washington for photostating. Tho ■ 
applications are processed through ih© Patent Office in regular course of business 
similar to unclassified or perhaps "restricted” papers of the War Deportment. 

. - Trucks transport tho cases from Sichaond to 'Washington and back. These trucks 
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lippincott -(cont'd) : • . ; . • ^ 

. - ; ' v - ; ',4ra-, cot provided i^tth 'an 'arise# guard and general iy, have -a' negro truck driver., ■ fh©- 

present dpnditidhs of the trucks raise- the possibility of oarloua breakdown which 
.might ^endanger the security of the documents contained. Tho two trucks meet at 
: Prsdricksberg, where tho drivers exchange trucks. It is duopootod, on the baa la 
of remarks imds, :th©t the driverd ih ©xeh&hiiog.pisasan tries, possibly stop in 
for; sandwiches, etc., ' leaving-/; the .t'niokssVhiBttardo’d....:. •; 




, i ; . •-.-if.'v; - ftl G«_ Felton 

.• ' latent Advisor 
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1. A means of providing an irregular wheel movement in cipher machine using 

cipher wheels 

1. Carbon copy of final 

2. Original of draft 

3. Carbon copy of draft with hand written corrections 
U. Early draft with photostat 

5. Hand written draft 

2. Instruction sheet and blank for patent application 

3. Report on M-228 (to Col. Corderman) carbon copy 

U. Draft "Replacement of the Present Combined Cipher Machine" 

Carbon copy of staff study 

5. Report to Col. Lippincott on visit to Patent Office in Richmond 

6. Contribution of the Signal Corps. Carbon copy of pertinent passage from 

Naval history. 

7. Excerpt from Drew Pearson on the Yalta Agreement 

8. Informal memorandum on faults of cryptographic machine 



CORRESPONDENCE 

1. Letter dated May 16, 1935, subject: Blank forms for code accounting 

2. Letter dated August 31, 1935 on principles of Converter Type M-13U-T2. 

3. Photostat of document dated June 26, 1935 on device to be attached to the 

electrical counting sorter, signed by Friedman and Rowlett 

U. Photostat of memorandum dated July 6, 1935, forwarding draft of specifications 
upon which application for patent on Cipher Device Type M-138 may be based. 

5. Photostat of Routing and Work sheet regarding evaluation of patent. 

6. Copy of letter from Friedman and Rcwlett setting forth the principles of 

M-13U-T2, dated February 15, 1936. 

7. Copy of letter dated 27 September 19U5, subject: Release of Patent 

Application Serial No. I|li3, 320 . 

8. Copy of memorandum dated 15 January 19U6, subject: Release of cryptological 

inventions and developments. - 
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9. Memorandum from AC of S, G-2, dated 29 April 1946, subject: Release of 

Cryptographic principles 

10. Letter dated 20 May 1946, subject: Release of Patent -Application 

Serial No. 320 . 

11. Memorandum dated 10 April. 1947 on Procedure for release of information 

concerning secrecy patents. 

12. Draft of indorsement on patent release of 443,320. 

13. Comments on Patent Application No. 443,320, dated 29 December 1947. 

14. Memorandum for record dated 25 September 1947 on Meeting with Captain Safford 

and engineers of Teletype Corporation. 

/ 

15. Memo dated 20 September 1949, subject: Replacement of the CCM. 
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c 15. Mr. Friedman and interested officers at Signal Corps Head-: 

; ; . qmrters were familiar with the various models of the HCM, but 
i: * not with the prospective changes which the Navy had concealed 
. . : from Hebern. .In fact> ; the Signal Corps purchased two of Heberh’s 

nonprinting models in 1924. At the request of the Navy Department, 

T Friedman undertook solutions <f the HCM in 1923 and again in 1932, 

being furnished the machine, code wheels, instructions, and test 
> cryptograms in both instances. - Friedman iwas successful both times, \ v 

, , and developed : a "method of : solution whereby^ under certain conditions 
of meter action, solution could be achieved without possession of 
. the code wheels. As the Navy Department did not intend to use a 
. meter action in the stepping of its service model b, these solu- 
tions did not worry us particularly. However, the techniques and 
• > r experience gained in thesp solutions paid big dividends later , on, 

•ff v as they were instrumental in the solution Of certain systems which 
■ /’ cannot be named. These sbliitiohs were published in SECRET status 
* • V by the Signal Corps in 1935# as - 



, v ; V Analysis of a Mechanico-Electrical Cryptograph - Part I 
V /, Analysis of a Mechanico-Electrical Cryptograph - Part II 

: :•'> .r\V ^ ’•» • y . . •. - ■ I 

. , The Navy Department was not consulted in the . matter , although 
furnished copies of these pamphlets after printing. This caused 
• ; ; ; .'•/ bad feeling on both sides which -las ted for several months and led 

V ! to an order from the D.N*C. that the Signal Corps was not to be 

shown the ECM (Mark I) or to learn any of its details. This order 
.-.was not revoked untlT Janimry 1940, when Signal. Corps representatives 
, <, were invited by . Admiral Noyes to inspect the Mark II ECM. > 

16. Late in 1935# or early in 1936, Friedman disclosed to Commander 
Wenger, pf Naval Communications , his invention of an electric ' 
stepping control for the electric“cfpher machine, and three different 
methods. for accomplishing this electric control. These are all. 
t ; covered in Secret Patent Application #70412, dated 23 March 1936, 
in the name of W.F. Friedman ahd F.B. Rowlett. An experimental 
model of an electric cipher machine using one of the Friedman- 
.- Rowlett electric dontrol methods waS built by the Signal Corps at 
w ; Fort Monmouth, Hew Jersey, about this time and shown to me after Us 

. completion,. About 25 or 30 Of these machines were made in small 

'■ lots up to 1939 or 1040 and used for special types of communication, 
such as Military Attaches and Commanding Generals. These Army . 
machines Indicated the reliability of electftic control but the 
/ - undesirability of the particular method used In the . Signal Corps 
machine. ■ ; v-r-' ’ - S 

FnieAsBin and Rowlett assigned the entire rights ,to their / 4 

V : u.‘. three inventions to the XJ.S. Government (Secretary of War). The 
Navy took another of the Friedman-Rowlett control methods (the 
"Stepping Maze"), experimented with it, and further developed it. 





This was done without their knowledge until the day that the 
V, Mark I and; Mark II ECMs were disclosed to the Signal Corps . 

On that occasion (5 February 19^0), I acknowledged to Mi 9 . -• 

Friedman, in the presence of General Mauborgne and AtoLral 
Noyes, pur use of his invention. The Navy also considered 
the third Frledman-Rovlett control method (the stepping cir- > 
cults through the "Alphabet Maze”) with the idea of conserving 
space, but abandoned it as unreliable and impracticable on the 
recommendation of the, Teletype Corporation. At the suggestion 
of the Signal Corpse a last-minute change was made in the 
stepping of the code wheels in the "Stepping Maze”. '• 

18. Electric control of the ECM by means of the Friedman- r 
^wleJbt. JlStepping JMage " is the essential feature that places : ■ 
the Mark II ECM in a class by. itself as regards security. Those 
who have participated in the development of the Mark II ECM have 
always acknowledged" these contributions of the Signal Corps. 

The ’’Index Maze" adds to the security afforded by the "Stepping 
Maze," but It is worthless without - it. The importance of electric 
control can best be estimated by a consideration of what the 
Mark II ECM would have been if Friedman had not disclosed his 
invention to the Navy. Although fhe "Stepping, Maze" appears 
obvious, now that it is in use, no one in the Navy thought of ( 

it in a period of 15 years, and no foreign machihe employs it. 
Therefore, the Navy would have continued the development of the 
older methods and the hew ECM would have used the mechanical 
stepping control found in CSP 903 or CSP 1700. We would have 

had a secure machine, superior to anything in Use by foreign 
nations, but deflMtely inferior to our present ECM. This 
hypothetical machine (as well as CSP 1700) would defy attempts; 
at solution until such time as machine and code wheels ware 
captured. After this, each day* s keys would; resist solution 
for a long time. "Short-cut" solutions would be impossible, 
due to the erratic stepping of the code wheels, but a trial and 
error solution would be within the range of possibility. We could 
not make the flat statement, as we d|o for the Mark II ECM, that 
' solution would be utterly impossibie. In other words, the 
machine would be adequate to take us through World War II but, 
because we had stopped short of perfection, there would always 
be the desire to develop a new machine with electrical control. 
Friedman and Rowlett are entitled to full credit for their 
Invention of electric control and the "Stepping Maze;" which add 
so much to the excellence of the Mark II ECM. 

19. The Signal Corps* willingness to accept the Navy ECM for 

' their own use as well as Joint ArmyrNavy use, and to drop the 

: development of their own machine, reflects credit on all who _ 

; made that decision. The Joint Army -Navy ECM Cipher became effectlv^j 





in July 19^1* and the two services had a common high-security - 
cipher system in effect and in use prior to the attack on 
Pearl Harbor.,. This use by the two services of an identical 
machine with interchangeable code wheels has been of great 
■military value, particularly in the early stages of the war when 
the distribution of machines and code wheels was incomplete , 

In the Philippines, Java, Australia, and even in North Africa, 

, • v . Navy wheels have been used in Army ECMs, Army wheels in Navy 
‘ EGMs, machines borrowed back and forth between the two services, 

\ Army messages sent in Navy ECM; ciphers and Navy messages sent 
in Army ECM ciphers. One other contribution from the. Signal : 
Corps came in 19^3, after the ECM was in service j namely, the 
"Plugboard CodeWheel." This was developed by the Army for field 
use, where the danger of capture yds greater than in the Navy. 

The " Plugboard Code Wheel" was alopted for joint Army -Navy use, 
at the:, request of the Army, and later distributed to all Navy 
: holders of the ECM. The chief value of the "Plugboard Code Wheel" , 

* is possibly psychological, but we do have it in case of need. / ; 
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’; Part II.” Both papers v?e re “very carefully saferur-rc’-'J st all 
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v v . vs >.'v 
■ - • 



H* » V-; 



1 - 




' ' * ‘ * 



no d i s s ein i n a t i or:. ;e x c ©pit that the .Navy Department- .Y/a3 -/furnished. : 
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- TOT SECR ET — 

Informal Memorandum 

The two primary faults of the cryptographic machine 
under discussion, and faults which alone permitted the soultion 
described, are, as described: 

1 . Non-pluggable cipher maze output endplate . 

2. Provision for cipher rotors to move singly 

on occasions. 

In section XIX, recommendations , P. 190., paragraph 

/ 

48 (b) 1, a pluggable endplate is recommended. This takes care 
of "fault #1." 

But paragraph 48 (b) 2 does not recommend, as we believe 
it should, a change in the cipher maze stepping provisions. 

It suggests instead that the stepping of the stepping rotors 
be changed by insertion of an additional fast mpving wheel there, 
which is a good idea and certainly should be adopted. 

The cipher maze stepping rotors however should never be allowed 
to move singly, or they will "give themselves away" as this 
paper so aptly demonstrates. 

✓ 

Experience in B-III-Research tells us that in a Hebern-type 
of machine (which the SIGABA is except for motion) that there 
should always be THREE NON- ADJACENT WHEELS MOVING AT ALL TIMES. 

In an Engima type of machine, there should alteays be TWO 
NON^ADJACENT WHEELS MOVING AT ALL TIMES. We believe a recommendation 
should be made to the effect that two more fast moving wheels 
be provided for the cipher maze in addition to the one which 
might be moving at any one time, or else. that one more fast moving 
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be provided the cipher maze and the cipher maze converted 
to Enigma type . 

It has long been the contention of B- III -Research 

O 

that wheels in cryptographs of Enigma type should never 
move singly, nor in Heber types ever in less than threes, 
and that endp.lates should be protected by plugging. We 
therefore read the attached paper with greatest interest. 



Mqrch 28, 19^4 
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WAR DEPARTMENT 

OFFICE OF THE CHIEF SIGNAL OFFICER 
WASHINGTON 



S 



SUBJECT: Blank forms for code accounting. MAY 1 6 1935 

TO: 



1. Par. 11, AR 105-25,. dated September 1, 1934, requires that 
certain reports be accomplished whenever any registered War Depart- 
ment cryptographic publication is transferred from one holder to 
another, and. that a semiannual report of possession be 'made on all 
such items. For purposes of facilitating the making of these reports 
a standard form has been established, designated as WDSC Form No. 84, 
"Semiannual or Transfer Report of Registered Secret and Confidential 
War Department Publications and Devices." 



2. Attention is invited to the f&ct that the- above-mentioned 
form (Stock No. 6D84) is now stocked (atf the •''Signal Section, New York 
General Depot, and issued on approved' requisitions in the same; way 
that other authorized Signal Corps farms are issued. 

u H. •'*. V. , ' 

For the Acting Chief Signal •Officer •: 

\ . ' v* 5 

"lleo. P. Bush, 

Major, Signal Corps. 
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V.*\ -■■■■ :£•>£;:> . August \31> V&5.YM- Y': ■■ 
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y 5 y • ■ ■ ■ ! '' r*- ; '^YYY-.'.vY: vl'vVy •£. f ■ ■ y v '■ , : .;y . -. 

’ ' ■ ■ - : v J . '• ■ .. . "y- /. V;! 1 ; j • ; -V '•' :-Y'"V'Y‘ - 

v-- • . •<* •' : j 1 ' ' > •■ -T -T ■ ^ "• . ° ’4 -«y- •’ *V 

■ ; ~v •" I A ; v yHYY Y"' > l! ? , V: -^ >''• ; .. *V'r\v.*’ ,V V V-'y /•*. 

■Vv v 1. This is to "record Certain facts in connection with -the ; ■ : 

,-/'// invention of several alternative means of providing an aperiodic 
T; V displacement- of the substitution cipher wheels of a cipher ma-'- ;-■••'./ - 
' , Chine as granted.in .claim 17 of the patent specifications: having -f/\ 

yrefOTence- to Converter -Type ^ y-y^yy;- 

2»'-" It is 'desired to record here that the , fundamental ; prin- y- vv 
ciple of using one or more commutators in ; conjunction with a. set ■ 

* AM. mn raM i rt *»•’<« l' '># 1 ' mi>\n m a a a 4 m /■« 4- 1a /n 4 A • M ' * 




; V '• :••••• 3. The subsidiary, principle . (subsidiary; to that set- forth 

;./V. 2''Y;Y: i \. . in par « 2) of producing aperiodic displacements (discussed in' "y • ' 

/par: *';!)•. of' the substitution- cipher wheels by ajeans. of an inde~ / ’ 

• ' : pendent set of .commutators containing contacts equal in. number 
y-> V .. . to the number of .substitution cipher wheels to : be displaced,, is . 
yy’-Vy:-^ the Contribution . of. Frank - B. Hewlett.; ,/// . .. . V' ;/ 

/;./•//; y. ' : -. ; 4o The. subsidiary principle '(subsidiary ' to that, set forth’ 

; -*v. ; •.//'> in par.' ; 2) - of yproducin^y aperiodic : ;,Msplacesiien%^ in . y 

y/y'-yyyy-par, 1) of the substitution, cipher wheels by means of an independent "' ■ 
-'■ru : ;y'y; s V';;0y-;. set of cipher wheels, hereinafter called the control cipher- wheels,-' ; - ; 

: -and having the latter.fCipher wheels Identical in number of contacts 
Vv Y'Y :> • and construction. with- the former so that all cipher wheels “are „■ 

- 1 interchangeable, is the cqihibuti.prn -of William F. Friedman, p- ; v c 
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'.COPY 

\ \ WAR DEPARTMENT 
.Office of the Chief Signal Officer 
. \ \ Washington 

February 15, 1936 



1. Iri connection with a memorandum dated August 31, 1935, (copy 
attached) setting forth "certain facts in connection with the invention 
of several alternative means of providing an aperiodic displacement of " 
the substitution cipher wheels of a cipher machine as granted in claim 
17 of the patent specifications having reference to Converter Type 
M-134-T2," the follor/ing additional facts are made of record: 

2. The principle of employing a set of juxtaposed rotating com- 
mutators as a means of selecting in an irregular, aperiodic manner, 
the successive alphabets (for encipherment or decipherment) from among 

a plurality of cipher alphabets is the contribution of Frank B. Rowlett. 

3- The associated principle of controlling the stopping positions 
of a single substitution cipher wheel by a set of juxtaposed control 
cipher wheels is the contribution of William F. Friedman. Note: Thus, 

for example, in Friedman and Graham U. S. Patent No. 2,028,772 the 
cipher key transmitter and its associated mechanism would be replaced 
by a set of control cipher wheels, the 26 final contacts of which would 
be connected to pins which would stop the substitution commutator in 
the enciphering (or deciphering) position. 

4. The idea as to the possibility of directly applying the fore- 
going principles to the stopping of a rotating printing wheel at cipher 
positions , the latter being superimposed upon the stopping position 
determined by the key depressed on the keyboard, is the equal and joint 
contribution of both William F. Friedman and Frank B. Rowlett. In this 
case, in order to, prevent cumulative errors it is necessary to return 
the printing wheel to an initial position after each operation. The 
cipher stopping position of the printing wheel is determined after it 
has been stopped by the depression of a key of the keyboard. 



■ 

• • , /s/ WILLIAM F. FRIEDMAN 

Witnesses:/ /s/ FRANK B. ROWLETT 

/s/ Louise N. Nelson 
/ s / Chas. A. Rov/e • 
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COPY 

WAR DEPARTMENT 

Office of the Chief Signal Officer 
Washington s 

August 31, 1935 

•- 1. This is to record certain facts in connection with the 
invention of several alternative means of providing an aperiodic 
displacement of the substitution cipher wheels of a cipher ma- 
chine as granted in claim 17 of the patent specifications having _ 
reference to Converter Type M-134-T2. Application Serial No. 682,096/ 

■'2. It is desired to record here that the fundamental prin- 
ciples of using one or more commutators in conjunction with a set 
of selector magnets as a means for effecting the aperiodic dis- 
placements discussed in par. 1 is the contribution of Frank B. 

Rowlett . 

3* The subsidiary principle (subsidiary to that set forth 
in par. 2) of producing aperiodic displacements (discussed in 
par. 1) of the substitution cipher wheels by means of an inde- 
pendent set of commutators containing contacts equal in number 
to the number of substitution cipher wheels to be displaced, is 
the contribution of Frank B. Rowlett. 

4. The subsidiary principle (subsidiary to that set forth 
in par. 2) of producing aperiodic displacements (discussed in 

par. l) of the substitution cipher wheels by irieans of an independent 
set of cipher wheels, hereinafter called the control cipher wheels, 
and having the latter cipher wheels identical in number of Contacts 
and construction with the former so that all cipher wheels are 
interchangeable, is the contribution of William R. Friedman. 

• 

5. The subsidiary principle (subsidiary to that set forth in 
par. 2) of producing the aperiodic displacements (discussed in par. 
l) of the substitution cipher wheels by means of a second set of 
control contacts on each face of each of the 'substitution cipher 
wheels themselves, and providing appropriate electrical circuits 
for the control contacts’ to govern the operation of the displace- 
ment mechanism, -is the contribution of Frank B. Rowlett. 

6. ■ The subsidiary principle (subsidiary to that set forth 
in par. 2) of producing the aperiodic displacements (discussed 

in par. l) of the substitution cipher wheels by means of the same 
set of substitution contacts operating in connection with a gang 
switch, which makes these contacts serve 1 for substitution and 
control in alternate sequence, is the contribution of Frank B. 

Rowlett; 
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7. The application of the principle of aperiodic displace- 
ment of substitution cipher wheels to cryptographs of the original 
Enigma type (in which the elctrical circuit through the cipher 
wheels is reversed by means of a reversing cipher wheel and again 
conducted through the other cipher wheels before reaching the 
signaling element) is the contribution of William F. Friedman. 

8. The foregoing facts jd.ll be used as a basis for evaluation 
and division of interest in all financial benefits which may accrue 
from the prosecution of the invention and its reduction to practice. 



/s/ WILLIAM F. FRIEDMAN 
/%/ FRANK B. ROWLETT 



Witnesses: 

/s/ Louise N. Nelson 
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MEMORANDUM FOR ASSISTANT CHIEF OF STAFF,G-2 ./• 

SUBJECT: Release of Cryptological Inventions and Developments 




discussion 





1. In the years preceding the outbreak of the present 




war and during the war itself, numerous cryptological inventions 
were made by^military and civilian personnel. Applications ' 
for patent were filed on some but not on all of such Inventions. 
In either case, information regarding such inventions has 

" recent War Department policy is to release, as much technical 
information as possible, it is necessary to reexamine in-, 
vent ions in the cryptologic field, 

2. The inventions concerned fall into five categories. 

Army Regulation 850 -50 ^paragraphs J and 9, (Tab A), refers 
to three of these categories and indicates the nature of / 

‘ : the Government * s rights . Additionally, there are inventions 
made by persons or companies under contract ^ to the Government 
and in these cases normally the Government's rights depend 
upon the terms of the contract but usually amount to a 
royalty-free license to practice any inventions made, with 
ownership of the Inventions remaining In the, contractor. The 
last category involves the independent agent, one who, working 

entirely on his own, produces an Invention of merit. In 
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such a case, the Government has no rights except through 
purchase or the taking of a license. 

5. Further discussion in thi 8 memorandum will be 
limited to the second category of Army Regulations 850 -50 
wherein the Government takes a nonexclusive royalty-free 
license and the inventor has a theoretical right to exploit 
commercially for his own benefit. Where cryptologic in- 
ventions are Involved, classification of the equipment and 
security restrictions placed upon information pertaining 
thereto have been used to prevent commercial promotion. 

Cash awards to civilian inventors in Government service are 
in some circumstances possible, but the Army Security Agency 
has held that where the invention is within the purview of ; 
the employment an award is improper Virtually the only 
other possibility of compensation to an investor is by 
Congressional action. 

4. Witter the ce jcntion o f Cryptologic 



development by independent inventors, and by contractors ea» . 







therefore, «g£rl ha 



Mng, and reliance, 
to be placed on Government employees. 



It Is believed that some incentive must' be furnished if 



research is to continue to be highly productive; the possi- 



bility of financial returns from commercial promotion my 






be sufficient. ■ ' i - 

5. The latest War Department policy bearing on the 
matter appears in a memorandum, subject; Classification, 
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Reclassification, and Declassification of Scientific and 
Technical Information, for the Assistant Chief of Staff, 

G-2, Director, Hew Developments Division, Director, Bureau 
of Public Relations, Commanding Generals of the Army Air 
Force, Array Ground Force and Army Service Force (Tab B), 
which states in paragraph 3 that "as liberal a policy with 
respect to review and declassification of classified projects 
and material as is consistent with continuing only those items 
of information, the publication of which would cause exception- 
ally grave danger to the nation or endanger the national, 
security or cause serious injury to the interest or prestige 
of the nation or any Governmental activity thereof or which 
would be of great advantage to a foreign nation or cause 
;■ " . SdiiiniStiative embarrassment, etc., will be retained in d.- 
security classification." According to General Borden, Hew 
Developments Division, the policy of the said memorandum is A 
such that very good reasons must be presented in order to 
prevent the release of information. Further of interest in 
this regard is the policy of the United States Patent Office 

with respect to applications on file, which policy is indicated 

■' ' Av •'••• A - AA. ; - A;' • /; - A -■ 

in a letter from Colonel Donald K. Lipplncott, Patents and 

Inventions Counsel, Legal Division, Office of the Chief Signal 
Officer, to Intelligence Branch (Tab C). Patent Office policy 
is based upon a memorandum from the Joint Chiefs of Staff 
(Tab D). V'AA' ' .A- A A : • 




3 



r 



REE ID : A412 6886 , 

6. Since fundamental cryptographic systems are well 
known, the greatest danger involved in the release ot informa- 
tion in the form of patents or otherwise appears to be that 

of acquainting foreign powers or unfriendly forces with 
effective adaptations and arrangements of these systems. 

Patent applications need not and rarely do contain key 

. * ■ . * * * “ . ■ , 

generating means , rotor wiring, and other specific features 
upon which the security of cryptographic text really depends* 
The main difficulty is that, by disclosing basic .features of 
successful machines used by this country, the development 
of other adaptations is made possible, and our own crypt- 
analysts will be faced with text very difficult to decipher. 

On the other hand, many American machines already are known 
in principle to thousands of persons who either maintained 
or operated the same, and it is most unlikely that the 
principles can be now successfully suppressed. Added to 
this is the probability that independent inventors, and 
particularly contractors who have acquired techniques and 
know-how in the performance of war contracts, will produce 
machines similar to those at present in use. Such machines 
would not be classified nor is there any means of restraining 
their promotion. 

7. It is the well-established policy and practice of the 
War Department to declassify material when the .information 
can no longer be considered as secret* confidential, or: 
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restricted. . To maintain classifi cati on on information 
the control of dissemination of which is ineffectual only 
fesults ih the degradation of the olassification system ,, 

itS0lf . : • 

To declassify any specific item does not establish 
a general policy applicable to other Items in the same 
general category; If this were not true -the declassification 
of any item, whether it be a document: or a piece of equipment, 
would be impossible, except in the rare case in Which the 
entire category consisted of but a single item. Hence * to 
declare that declassifying a speclfic item of cryptographic 
equipment Would lead to the declassification of all other ’ 
classified items of ^r^togrhphlc' ’ equipment is" not warranted r 
byconsiderlttions of policy or prab ticability ew4s 

9.: -It should be stressed that the declassif icatio of 
a patent application and; thus the issue of a patent covering 
certain principles of features of b cryptographic apparatus 
does not usually have as a consequence' the declassification 
of a machine as a Whole or the traffic handled by it since, 
as Indicated 'in paragraph 6, the working apparatus will 
depend for its seciirity upon specific wiring and so forth 
not disclosed in the -pa tent.";, " . . v,; >■/;■ v\ ^A..v;V- 
RECOpffil®ATI ONS i. • . -;p <’* •' • \ V- ^ ' 

, 10. That ho exception from the announced War Department 

policy of liberality with respect to the release Of technical 
information be made in the case of cryptologic inventions. 'V 
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. - /MEMORANDUM FOR THE CHIEF /A.RMY • SE CJJR-ITY AGENCY:. ,. /-: /"I ' .• 

SUBJECT: r - Release of Cryptographic Principles'.., ; r-. / ■'■•/•', 

11 , :• 1 . ’ The f pi-low i ng . . p c 1 i c y ; islanncunced to' be /effective • 

’’ immediately ••'/•/'/'■• -l il/i.-lr ’p"/ ■ l 1 - 



/. : .i'/ a . • . Cryptographic principles or devices developed by ' 

;• officers, enlisted /men, 'of. ..civilians, employed . in .any 'War- Depart- 
mfent Agency //.of patents, dr patent applications on such principles’ 
...of devices which are /owned, by, assigned to, or .licensed for use . 

-=• ;of - the War Department will, not be released for use .of. foreign . • ■ ’’ 

/ -governments.- or.vf of ' f oreign /or. •domestic' commercial or ; private use 
' until- 'such time as 'necessary inf orrna'tibn . is available ; and a pro- • 

' cedur.e : - established. in- the' Army . Security Agency whereby ' information' ■ 
which/ is cryptographed- by means "of such principles or devices -..1. 

V ; can be ■ c.r y pta naly z e d: and/.r ead : . under anyVand all: circumstances ; //. 

•/. . v..f ;;;;■•/■ h./-.. Where i tits' in the. interest of .the /Government of ■ 
the United States that ah employee have no patent rights In ."TA, / 

•’ cryptographic .principles .dr devices .to; dispose : of,, and. .for the/ . . . 

' .Government to own. ‘the entire interest, for security .reasons i' ’’’y'. 

. . throughout;-any. foreseeable future; and -where discovery or in- . . 

vention of' /cryptographic principles, or devices has. been made. by..- . 

. ’ . a ’ civilian employee .and .'does .not relate ’to a , ma 1 1 e r as to, which -V. 
1 ■ the ■employee was’ specif ically 'directed -to-'. experiment with a 
view to ; ■'suggesting improvements’ nor" was produced as : a result 
■/ of any specific employment or contract to r invent' a specific 
- v.: device or. article;' and where an’ application /for- patent on such ., ;. - v 
pr inciples./of. devices -has. been- filed’ with ari- assignment -in-trust 
I to the Government /for the- purpose of- maintaining such, appli'ca-/ 

. tior. in secrecy p -the Military Intelligence: Division will support,'; 

/. : sub.iectvto the /availability of ■.appropriations any reasonable. ... . 

request for purchase of ’ all .commercially exploitable reversionary - 
/. rights of the inventor,, in the patent/ application. /•'- . 




27 September- 



SUBJECTS- Belease of Patent Application Serial Hb; ^3020 
TQg 1 GommSdlnk Generai : •' ••• , >- , i ? Tr 



mdlag General: • > 
Security Agency 



- " ■ ••• *%: •: ■ 



1. The subject patent application covers a crypto- 
graphic means and device for automatic encipherment and 
decipherment of teletypewriter signals and was filed in 
the U. S. Patent Office on 16 Way 19^2 in the name ©f the 
undersigned and : Fra nfc. B Hewlett;, as. co-inventors . : \ 

.2*- ..-The principles "involved in the sub ject application 
Ssave boon utilized is Converter M-228 and Converter M-29^» 

3 • It is requested that the subject application b© 
officially declassified is order that it my b© allowed to g 
to issuey whereupon the right and title will revert t® the 
undersigned and Frank B. .BowlettV subject to as irrevocable. 
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■of Information 



crecy;:;Patents';\| : _ ;• 

■ •'.■'•■■ -v ^ - ^ V " v - v :; 3.' - > v t • -> - ■;• V '•■■■■' 

1. All prevlous instructions pertaining' to the abbve' : sub- l ; 
are rescinded. '• . * r : - t> • * , : 



to the above sub-' 






. J J 1.1. 



v .-. 2. . Research: iAbpratorieg;-DiviWoh : Si : 3' - changed:.' with; -.the'’.- ' .l/'V; 

$ '.primary- responsibility .f or., maki^irecoihmehdatipna related to . 

I • ' controii and- key&ludt -vdpp-iipaiiohs ; -II ; Ai"; 

.affecting •vcryptolo^ic yeqi^pmfen^ of the; •» 
above,, the following proceed for. the.Ahandling |i; 

of reauests relatiriff- td .the : release.-' -of riateriba-heTd in sersreev . ■. • • . 



‘ will be forwarded 
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SUBJECT: Release of Patent Application Serial No-. 443,320 



TO: Mr. William P. Friedman, WDGSS-14 



1. Reference your letter dated 27 September 1943, subject 
as above, the attached memorandum from the Acting Deputy Assistant 
Chief of. Staff, G-2,’ outlines the War Department policy on the 
release of cryptographic principles. 

2. Analysis of the policy would indicate that: 

a. Patent application No. 443,320 will not be released 

unless it can be shown that the employment of the principles 
involved are susceptible to cryptanalysis under all circumstances; 
and . 

b. If not released, a request for purchase of all com- 
mercially exploitable reversionary rights may be entertained pro- 
vided it can be shown that Frank B. Rowlett and yourself were 
not directed or employed to experiment on or to invent the prin- 
ciples or improvements embodied in Converter M-228 or Converter 
M-294. 

3. If it is felt that subject Patent Application should be 
released under (a) above; or if and when it is felt a case should 
be presented for purchase of rights in conformity with stipula- 
tions contained in (b) above, an application for release or pur- 
chase, containing pertinent facts and necessary proofs, may be. 
prepared and submitted to the Director of Intelligence through 
the Chief, Army Security Agency. 



1 Incl ■ /s/ HAROLD G. HAYES 

Cy Itr dtd 29 Apr 46 Colonel, Signal Corps 

sub j : "Release of Crypt- Chief, Army Security Agency 

ographic Principles 




jgEF ID : A412 6;8i8^07-SS-10 




29 April 1946 



MEMORANDUM FOR THE CHIEF, ARMY SECURITY AGENCY: 
SUBJECT: Release of Cryptographic Principles. 



1. The following policy is announced to be effective 
immediately: 

a. Cryptographic principles or devices developed by 
officers, enlisted men, or civilians employed in any War Depart- 
ment Agency, or patents or patent applications on such prin- 
ciples or devices which are owned by, assigned to, or licensed 
for use of the War ' Department will not be released for use of 
foreign governments or for foreign or domestic commercial or 
private use until such time as necessary Information is avail- 
able and a procedure established in the Army Security Agency 
whereby" 1 inf ormation which is cryptographed by means of such prin- 
ciples or devices can be cryptanalyzed and read under any and 
all circumstances. 

b. Where it is in the interest of the Government of 
the United States that an employee have no patent rights in 
cryptographic principles or devices to dispose of, and- for the 
Government to own the entire interest for security reasons 
throughout any foreseeable future; and where discovery or in- 
vention of cryptographic principles or .devices has been made 
by a civilian employee and does not relate to a matter as to 
which the employee was specifically directed to experiment with 
a view to suggesting improvements nor was produced as a result 
of any specific employment or contract to invent a specific 
device or article; and where an application for patent on such 
principles or devices has been filed with an assignment-in-trust 
to the Government for the purpose of maintaining such applica- 
tion in secrecy, the Military Intelligence Division will support, 
subject to the availability of appropriations, any reasonable 
request for purchase of all commercially exploitable reversion- 
ary rights of the inventor in the patent application. 



/s/ CARTER W. CLARKE 
Colonel, GSC 

Acting Deputy, A.C. of S., G-2 




REF ID: A4126886 






kl 






CkttJl 



4 



U)-5>. 



1936 

FRIDAY, NOV. 

27 



332 



34 




— 

sHp 



HNZZ W tsl R 



t 

! I A lO IT 

: % w |V I ■***.,, tS"f 



l/QZT H H5 Y GEC-KOAQ 



J L I [Jfil XX U J A I VS 5T 



Y&ODZL/VMLV K 10 OFR 










Iffiiff 



PiB*i 





/I 7/3 

Y 


0 V". V’. 

^ <: o 

ran 


'■9 %l IT It 4^7 : 

Z&UFQRr 

B A/{ 2 C 0 ■£/ 


A 't- ' 


t ! to i 


5 ]| 4 ^ . ia W s 


L l (?P 

c U ~) 

Vv / * W 
it ‘1 *1 


05 (9 

■Lf 4 *-' v r 

f ) ■ 


ms c '<mP& 

r R F 1 J p I T 

IT >5 i?? i-v vi, 'V» ";<* 


fV Z 


(3f5 


BZQL.T/ X 


f | | if / anfflfe : 

LM. Hf W •! 

v?73* a ‘ 


>» 4 


C, LFl s />-( -4 ; 

9 WT " /a 'V3T "M '1 

f-J *■*?’*'“ C C /f* \ / .CT 


Wzb 1 

sj if Y* 

IV /". T 

II It- 


3 0 7 

„ / 

hi v> 


Po'fyJ / //X 

/V i % .J A fc. A'Zf 
U_ 7- l> ' *-4 /fc M 


5 / Yl 


47 X 


pfox./ lV/M 


r n :r ' 


IT ■><* ( V 

i_ 7 - , 


/C ■» T / # v F* § ix 1 

^1. X ^ ^ tr- ^ X 


F U Z 
1 QU. 


r&x 

L-KZ 

S > » *- 

L- : K. A 

A UIN 


< PEv/VPZH 

». / V T<? *S A- O ir* 

n ^ 4 | 'iv ii 

feWn %> 









L3> HiS Vv 



U Q Q o UR a B M.D B.N £ 



T N life Q T z0H XT QiC 



P M R M Ff ife : V <L ZQD v 



M K Q03, o Y X J MM U K F 



Ft X L JQWO 



Y AD XZ 



WG oYC b ADV 5 



T M FT Q Y I jMyPp M J 







■ 




■I 



»... 'M 



wllli 



V J3 Z U YK 



1,H3) WJV T 5 



E 



v jv vv A"m 



RAZ Wtflggf 






Mx 







mmm 



'' ' ■■ . : 


, * r : mmm 












y. r4. 












■ Ml jjb® S^ll^s - 

wBIWP™|k'^ N ^ %£& 5S?? \ a l*flx 5 V’ %* |ft 

| :/■;:■ jjt:g; ,.'v-4 ; 


IpS 


i imiMi 

. 

:.>; ;.■'■■'■ >—';■' :>v v :v. y' y-y'yy' Sy' r^.y-.-y-r 

i = ; y'y ’ _ ' : 




1 

COVA 

Ll F 

i%n |£ i 



Q 0 (tQ X C 

10 1 1 ixc, 9 c 

p f i y s r 
L R SZ.O'A 



d L. U 0) £ t> 

S/F/xfUB J 

4 14 2 + 3^4 

i € o F$ 4 

SCSFM A 



6-X H PWGQRJ FTLS 1 Pfl 

>4 n 14 *3-n ^io ft isl 1 1 Fj % 13 x. 17 4 


//. u/ r a'/ 

V 


f A fi,te>TO P Gr-e Rn A M s } 

A <z c c> r* r 17 r n D u \/ C s/v 


i A 

; / 


V £. P E‘ 

V / ( c V 









V'.K C in) G 



UBJ& C U,Qj) XFLCBK 



U Z H WR.W V V P \/ D v M 

Jfjlt 

J T> UM VJCGIVQC Z^K 



J«MSRS»VsiSi«.,. /lAtV?'. 



A $ U Zi W A fZ tv A A f- ^ 

AM I A Ul/ VWV6Un 



z z r Z z 











C L & RBM QKTC 

E j _ 5fe f hL c P A .& A 

7 SPN olYVCT 



-IP OTPF&WLBX Q r Q Wj 



or e:mt. 










lifli 



I® - 1 I H ■ I § 

i«iii 























u 


H 













confidential^^ 



•SECRET 



DATE 



Ch, Security Div ... 

” Tech Staff 

Ch, Materiel Br. . . 
Ch, Methods Br . . . 
Ch, Protective Br. . 

Ch, Maint Br 

Ch, Res & Dev* Div . 

Tech Staff 

' Ch, Ch. Ciph & Cif B 
Ch, Int Equip Br . . 
Ch, Elec & Elec Br 
Ch, Lab Serv Br . . 

Ch, Ciogic Br 

Ch, Pers & Tng Br. . . 



Chief, ASA (10) 

Executive 0 (11) 

Co’r Joint Oper (12] 

Deputy Chief, ASA. . . (20) 
Dir, Comm Res. . . . (14) 

' Ch, Pers Sec (21) 

Ch, Org & Tng Sec. . (22) 
Ch, Plans & Oper. . . (23) 
Ch, Materiel Sec. . . . (24) 

Ch, Fiscal Sec (25) 

Adjutant, ASA (26) 

Sec Cont Sec. . . (27) 
Ch, Operations Div. . (90) 
Ch, LabBr (91) 



( ) Approval & Return 
{Sj As Requested 
( ) Concurrence or Comments 
( ) Information & Forwarding 
( ) Information & Return 



( ) Information & File 
( ) Recommendation 
( ) Signature if approved 
( ) Your action by 
( ) Info upon which to base ref 
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1st Ind 

William F. Friedman, WDGAS-14 11 April 19^7 
TO: Chief, Army Security Agency • 

1. Reference is made to paragraph la of the inclosure 
to the basic letter: » In view of the interpretation made 'of the 
meaning of that paragraph, as set forth in ASA Memorandum dated 
10 April 1947, .Subject: "Procedure for Release of Information 
Concerning Secrecy Patents", information is requested as to 
the bearing that interpretation 'has on the question dealt with 

in the basic letter in regard to the status of, Patent Application 
No. 443320. It is also requested that clarification be made as 
to what rights, if any, the inventors : may have in regard to 

■ , ' • j 

Patent Application No, 443320 under paragraph lb of the policy 
directive forming Inclosure 1 to basic letter, in the light of. 
the recent interpretation of the meaning of paragraph la thereof. 

2. This indorsement is submitted on the premise that it 
would be to the advantage of the Army Security Agency, the War 
Department, and the Government as a whole, as well as to the 
inventors as- individuals, to seek some clarification of the 
rights of inventors of 'equipment which must be safeguarded and 
held in a classified status for a relatively long period of time, 
since, a clarification of this point might assist in formulating 




REF ID:A4126886 



a policy which would be most conducive to the stimulation of 
invention by Army. Security Agency personnel. 

3. In connection with the foregoing, there are submitted 

''VvdvUk 

herewith, as information pertinent to the circumstances , in- 
closures listed below. 

; . / 

4. This matter has been discussed with Mr. F. B. , Rowlett 
co-inventor- in the case of Patent Application Wo. 443320, and 
this indorsement is submitted on behalf of both inventors. 



9 Inc Is . ' WILLIAM F.. FRIEDMAN 

1. Ltr dtd 27 Jan 47 to President 

frm Acting Secretary of War - 

w/incls-3 

2. Cy of Memo for Record, dtd 19 
December 46, Subj: Conference 

on Proposed Patent' Policy u. i ' „ 

3. Cy of BrieiY"Ey~CKIer~of — tie w 

Patents and Inventions Br, ' ' 

Legal Div., OCSlgO 

4. Cy of Memo for Judge Advocate 
General, dtd 14 Apr 44 

5. Cy of 2nd Ind from JAGO to 
Asst. Sec. of War, dtd 17 Jan J>6 

6. Cy of 2nd Ind from JAGO to Adj. 

General, dtd 19 Apr 35. M-A .r- 

7. Cy of Brief j^hy” Chief of Patents i 

and Inventions Br., Legal Div.,. 

’ OCSigO ' 

8. Cy of ltr from Patents & Inven- 
tions _ Council, Legal Div., OSCigO, 
dtd 10 June 46 to Mr. W.F. Friedman 

9. Cy of ASA Memo dtd 10 Apr 47, 

• Subj: Procedure for Release of 
Info. Concerning Secrecy Patents 





WDGSS-23 20 May 1946 



SUBJECT: Release of Patent Application Serial Wo. 443,320 



TO: Mr. William F. Fr.iedman, WDGSS-14 



1. Reference your letter dated 27 September 1945, sub- 
ject as above, the attached memorandum from the Acting Deputy 
Assistant Chief of Staff, G-2, outlines the War Department 
policy on the release of cryptographic principles. 

2. Analysis of the policy would. indicate that: 

a. Patent application No. 443,320 will not be re- 
leased unless it can be shown that the employment of the prin- 
ciples involved are susceptible to cryptanalysis under all 
circums tances ; and 

b. If not released, a request for purchase of all 
commercially exploitable reversionary rights may be entertained 
provided it. can be shown that Prank J3. Rowlett and yourself 
were not directed or employed to experiment on or to invent the 
principles or improvements embodied in Converter M -2 2.8 ..or Con- 
verter M-294. 

3. If it is felt that subject Patent Application should 
be released under (a j above; or if and when it is felt a case 
should be presented for purchase of rights in conformity with 
stipulations contained in (b) above, an application for re- 
lease -or purchase, containing pertinent facts and necessary 
proofs, may be prepared and submitted to the Director of In- 
telligence through the Chief, Army Security Agency. 



1 Incl 

Cy ltr dtd 29 Apr 46, 
subj : "Release of Crypt 
ographic Frinciples" 
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29 April 1946 



MEMORANDUM FOR THE CHIEF, ARMY SECURITY AGrNCY: 
SUBJECT: Release of Cryptographic Principles. 



1. The following policy is announced to be effective 
immediately: 

a. Cryptographic principles or devices developed by 
officers, enlisted rnen, or civilians employed in any War Department 
Agency, or patents or patent applications on such principles or 
devices which are owned by, assigned to, or licensed for use of 
the Y, T ar Department will not be released for use of foreign govern- 
ments or for foreign or domestic commercial or private use until 
such time as necessary information is available and a procedure 
established in the Army Security Agency whereby information which 
is cryptographed by means of such principles or devices can be 
cryptanalyzed and read under any and all circumstances. 

b. Where it is in the interest of the Government of 

the United States that an employee have no patent rights in crypto- 
graphic principles or devices to dispose of, and for the Govern- 
ment to own the entire interest for security reasons throughout 
any foreseeable future; and where discovery or invention of crypto- 
graphic principles or devices has been made by a civilian employee 
and does not relate to a matter as to which the employee w as 
specifically directed to experiment with a view to suggesting improve- 
ments nor was produced as a result of any specific employment or 
contract to invent a specific device or article; and where an 
application for patent on such principles or devices has been filed 
with an assignment-in-trust to the Government for the purpose of 
maintaining such application in secrecy, the Military Intelligence 
Division will support, subject to the availability of appropriations, 
any reasonable request for purchase of all commercially exploitable 
reversionary rights of the inventor in the patent application. 



/s/ CARTER ¥,’. CLARKE 
Colonel, GSC 

Acting Deputy A.C„ of G., G-2 
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. Mr. Friedman,; •.< "' \, , 

Mr. Rowlett\, 

3 ihisie- . - ••,.- • - ;. ; 

’ I,., n/a ,• ■ ■ • •-'. • v:, •;•, .';• • ■ p. . ^ 

Added 2-;ihel® v'r . i 

.2 1' gob : info. ©h. ; fe: |>ie#a®B 

•J. . gob info eh /If * fof jbtt ./-: , 



. ,mmi0 §i 
- eoionei ,. 
.-.-.•Chief 




* '• 



• Security Agency ,/ 



SpiJECTt patent Application Serial No. 443,320 



TO: JAG 



» 



■ r> 

„ V! 



'' FROM: D/I, GSUSA yV 



, 29 DEC 1947 COMMER 

; • Colonel lbGarr/6967/rsr 



,1. Mr , .Willia^-Fy Friedman* a .i 

Agency, intelligence Division, has requested certain information on which to prepare a 
case looking towards - disposition to the Government of all commercially exploitable 
reversionary, rights as an inventor in the subject patent application. • / y. _ y:l y y- 

■ 2 'i The policy of the then War Department, A, C, of S,,' G-2, as announced 29 April. 
1946 (Tab B-l of Incl K ) , is that where. it is in the interest of the Government ah 
employee have no patent rights for security reasons in a device he has not specifically 
directed, to invercfe,- the.© willsupporfc any reasonable requests for j^chase of ■ : • • 

commercially exploitable reversionary rights of the inventor , 1 /• 7 ^ 

3; . The -Signal : Corps, Patent Board has rendered a decision that the subject • 

invention was not the result. of - specific designation to invent Tab B~1 "to 

.Incl 5* •; ; > //'I-.' ^ ,! ^:y '/y ;y ': y': :: 

, 4. It is considered, that the secrecy order now standing against, the subject v ' ' ;‘ 
application must, be continued, (incl 4) . ,1. > • ' l; y'- ; y y ••yy* . ; ; 

5.;. From a . legal viewpoint , . information is requested on the actions to recover ?-; 
outlined : in paragraph 2 .a and b of subject' letter 8 December 1947 by Mr, Friedman, and 
•the manner' in which final act ion should bb accomplished* . • '-.“.f " 'yV' 

•y. y J FOR THE DIRECTOR OF IOTEIilGERCEr ' • v ’y r ’ , -V /yy \ 



' : 'v •; ' 1 .■ ■ '••vv: ./ /s/ Bruce WyBidwell ' '■ 7 . v 

1- Incl . ■ 'yy.y\ yyyy y.V yy: f- BRUCE WyROTELL,. Col,;'' GSC y/' 7/ 

Ltr dtd .8 Dec 47 ; ‘ ' • ; / - ‘ Assistant Executive 

w/incls (5) . . ly \y • y' : v' : y '' '' ", •I'V-'V 1 •'•/. y ■■ 4" • 

•TILttVffn. JAGP 19A8A.03-S (5 Jan A8) SUB.7ECT 1 As. above 1 " ■ . v- ' 

to . ■ . y v -; , ■; : •• • y from , : . y; .. date- 7 jan 1948 • ' comment no,- 2 - 

Chief Signal Officer . .Patents Division, , . Col, G, W, Gardes/6822 

:ATTN: Mr.. Peimce, Chief*' JAGO . > y' ;./■ yy " 1,; ,yy . ' 

Legal Division, ; • ,'y v .y • /'.• y.-' . , ;• 

. . ’ ' 'y-y Reference ; is made, to paragraph 3,. Comment No, 1, which states that the Signal 
Corps Patent Board- has rendered a decislori that the subject;' invention was not the. re- 
sult of "specific designation to invent” . It is requested that this office be advised 
of the underlying facts, determined by the. Board in connection with the employee's 
status and assignment, including his job 'designation, which: resulted in above decision. 

V ; '•••;■ ', FOR .THE JUDGE; ADVOCATE .GENERAL: ! ;■ - * '• 

•■-ri-'v- ; ' i ' ; /s/'. : George- 1; Gardes • •• 

ncl: n/c ' i ' ; • .. y.. y (ffiORGE W. GARDES, Col, JAGD . . ' . . . 

' 3- - Chief , Patents Division 





SIGLG-3HMS (29 Dec 47) Patent Application Serial No. .443,320 : , . 

TO: Chief, Army Security Agency From? Legal Div. , OSCigO Date: 15 Jan 48 COMMENT NO. ; 

Washington 25 ,D. ;c. • . r • ' ? • Saragovitz/73720 

'• Atti Mr. Stauffer. • /; ’-v' ,v. ,.". v ; 



■l.„ In accordance with telephone conversation 14 January; 1948 with Colonel 
Gardes, JAG Patent s Division, the inclosed correspondence is foiwarded for your 
direct reply for the reason that" subject patent application is now being prosecuted 
and is under the general jurisdiction of the Army Security Agency, and also because 
the joint inventors are now. employees of the Army Security Agency. . 



■ ’,v ; 2, '..'A. search of the : files in this Office failed to reveal. any written or 

documentary evidence upon which the Signal Corps Patent' Board based its decision 
.. that the subject invention was "not the result of specific designation to invent. ■■■■ . 

3.; It is noted that the other joint inventor, Rowlett, has not entered . 

.into the question being raised by ; Tir. Friedman.; ; It is believed that the rights of 
Mxv Rowlett in the sub j ect invention must ‘ also be taken into account .in this matter. 

FOR TAB CHIEF SIGNAL OFFICER* ' ' 



/'■ /s/: Jt E, Pernice / 

Vinci; n/c . ■ '■{. •' i- - V , . . JOHN E; PERNICE .• 

■ : v ./ ' .• Chief, Legal Division. 
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25 September 19^7 
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1 * Pursuant ' to an invi tation from Captain Safford to 
■' participate In a engineers , from Teletype Corpora- 

1 the undersigned , • •ac;c'om^hie<i. by-;.t)r-iv.-KUii'back and Dr . 

. Sinkov went to Captain Safford* a office at 1000 hours on 9 i - 
September 1 



:were 



Captain :3af ford explained that the Teletype . 

_ ~ and , that he really dld\not know" why they were ; 
-..coming-., or' ■■whether-’.. any model 'or models .. ; 

. v 3. While waiting for hheTeletypeengineers to appear, 
-Captain Saf ford demonstrated :t¥o' recently completed develop- 
• meats of ‘''.his own laboratory j ; . .'v-;;.'.,' ; i 

; . a. 'A' modification of -Converter 14-228 (SXGCXJM) to be 

known as CSP-33QO ; fThls. equipment .is designed to give 1m- 0 

proved security for -SIGCOM uSage ©specially in connection with 
the transmission of intercept traffic for/ 0P-20 '-2.' The modi- 
, ; fled machine eliminates the 131 mixing cabinet and us©s : ". ■ 

. relays mounted; underneath the frame bf . the SIGCUM for this ; • . 

purpose . .These ralays. alsp: are used In connection with a ; - 

baud transposition feature. 1 So that-the plaintext bauds under - 
; go. transposition before Vernaa-rule substitution*'. The motion 
.• of the rotors has also been modified, with the 'introduction 
. ; reversed. .stepping In the /case of two of the five rotors 
as, ah added feature. Off-line 
but It was ay understanding, that 
. made for on-line operation also. - 
study* however, : ; it will.; 

la limited. 



op® rati oh wa s demons tra t ed 
provision has been or will be V 
.- This machine ' Is worth ASA 'a ;. 
from tap© and hence its ' 



; „ : A modification of SIGABA for thd production of 

one-timb key tapes. . ; The output, of the cryptographic, rotors is’ 
reduced, to. 5-uait code symbols.' The control and cryptograpwic 
rqkore are -subjab ted to a different, motion control than In / 
SIGABA. The purpdde;.of, M this , ©qulpment ,iS'‘- ; tO; P©r^t local 
stations to • produc©: ”ohe-tim© iai 
.so as to have the equivalent Of * 
among a large number of stations 



>©s" from machine settings, 

1 on© - time ” in ter c ommuni cation 
when conditions permit .,. . . 



H ... V 




• «: 



y-.-.y . 



Othprwi se , . ‘ the one -time'. tapes da n be ; produced by a contra 1 
station. and, distributed ;'.fcp : 'user a . by ^courier, ■ aap^ . 

the case . ■ ; Captain Safford claims, that th© output -is ; per- : .-VV 
fectij randCm'i. •’ %is mchine alao”.ohbuld b©' investigated by. 

: ASA-.. : ; .v ^-.V- -.^l :(> ■ V-~ . 

, • 4, Since the noon hourwae'approaching and the Teletype 

engineer s had hot yet : arrived, the ASA representatives ;;i©ft, . 
with the statement .that other " if.ppr ©aen&^^ . . 

them for a meeting at.,' 1 ,iAA - ' :: "■ " " - ' X: 



.*V* S«. : l The other -ASA;''' representatives , Messrs',, Rosen and 
Barlow from AS -TO and Messrs; Kuhn and Brann from AS-80 4 . 

attended the ^conference in the afternoon. Mr v ; Rosen reported 
to me that the Teletype. engineers brought nothing with them, 
stating that the model of .the HOCM would not be- completed;-.: ..' - 
until sometime in November . The project is apparently not ' 
going forward as had been, anticipated. ' V' •" 



" • i 



6. The ASA representatives, were then shown the model of 
• ' CSP -3300/ discussed under 'Paragraphia above. .- Mr. Rosen 
*' i reports that he regards the equipment as - top .--complex, . that. 

' /■■•it uses relays which will /not/ s tandup under,; ordinary usage, 
and will not perform tiie f\inctions,requir©d of the Converter ; 

V : iIK-519()/TG. : Mr. Brann, . having, read the foregoing, makes the ; 
;V;f^ '•■■■' 

... •' . y ■ "It : might be noted - that. "Navy is placing the greater; -' . 

H.- 7.‘ emphasis upon modif ica.fclOn-Pf existing equipments ■/ ;;y ••. ' 
instead ;:of development of new ideas.- ; It Is believed, ; ' : 

>' ■■■■ ' v ■': ; .- , the CSP 3300. will cause .'Very 'awkward . operatiohai;'-.' v ,! . ,v A V y . 

‘ : / practices in that .transmission and encryption' will: 

;;•/> have to beon-line/with reception on-line and 'cons®-.' . /• • • 
quest 1 decryption off-line This,. method . of. operation, : • , •• 

would not be acceptable /to any of the Army - using V 

. f 3 : ; ;: ■ \ y. services -. ” •' y v :t' '' ; > • : : ' ^ ; ;; c ; '' ;■ ■ ; 

' Br...'Kulm- ! adda-: the* : foiibii^r - 4 ,. ; 

v.';' "In addition to v the .remarks .made; by f3r . Brann in ► .. : ; 

; connectioh : with , the CSP .3300 I believe, it might be - V;-;-; '' 

more, economical in. the endrto build a .complete new . 

* r ■ • ^ unit • rather than a tt empt t o convert the M -228 unit. 

' . • The work involved’ t;ould exceed that,. now'; being done,.;, .W ; 

' to convert a SIGABA to a.; 3IGR^ /; ,-.v ; ; 



' r I 



n , • 



i 



UILLIAM,:P;.,; PRUDMAI. : V:,; v . t •; : 

Chief , Commiahlca t ions Research 




‘S >*.. 



*z)y-v&i^'&l t> a i ' '■: r*V 44 *^ 

? *.• ■- • . <, *.c v .■ ' '■' '., w. : t ^ t;;. -*»rv V. 2 ^JLte*s.C*s>“ •*-= - • Hr -•■*■% <W*c--«»5'i.>a^?'*tf* vl, > '•-.... .r.i't'. •;+. *# V-.«*' ■_■ * M*. -.V-« 



the pfeticuior 

M»!i -i < . *.■ _-*C ‘ -i • rV • • S S/-~ ? t* •yt'r.i 4 ' *. 'v. . » •_ ’..>*• -v - ' .''-A.:' •?.'>.;A. k -'.- .»• - •» ■ ■ : - * •; 



wheel 



•Apfethod^ 

>.V< .•»ht * 1 *• • •.. «•»..* ■••(%•. 5 B?V. -WTO^S?. ••*.'- 



present/ - : bfeMfe •; face* of '■• the 






which/’eqnfa^ 



first^taeniioaed'i'set fbf/eont^ ebfeeeted#io^ 






as# 

v Vt,/* \'i 



Alsb’^hbtend: pi'a^el^^iii^beaip'' a':iioxibib : : rife'' :of ‘ 



:of; 



•J'<&, .'■•* ; ’: '£ • •■■ •;. ' : 'X : - .•'V s . /wC-r^lS j£'£&4'& i : ; . .. .. v , 



3 foes'e ; 'itwatrinas : ■o£/cbhtfetfebn ^''•'efeh#efe/-'>laie#fee i 

r4 /!*•:.’ v;VS >•;' 7>#r. .' '#. \*. : ".V >Vu._, 



;.ty,V^ 






cbnaectfe /aq^dndicated dfe Figs. :1 'aad#2'~6f:'?thetattach%<iv-:arfeife 

A:">;, • Vvy; v^a^vv ^vva<v/:a -y 






'Thei'fetibi^ 



»n.©ri/: ^arvlb;^:' -:;, 1 3 iyd.epx”e s se ci ? 

SS'C&SaS'V 



Mm 

i •'-V.7~--*» 
.■.•i 'iVV, 



^tact'w^ch^^lfesi-Ja cufefefSio 



the eacipherment' of' the- lettfe ebfeesfehdihg to 

¥*&&? • •/ .fcV •* v . V. •> ^*fv**: .'“ a:* t .-. f ^ "* •■.•-' . -V -J ’ • '.. *1" v - 



.aaidl.K^- : afe:d' 2 }aa?td&b'febad~icpntfet'.feich: 3 erm-t: 

± v, <‘- a-: , -„iv v •- \r , ; '^ys; 






3 ia'gre/Cbntac : #^;of'.tM^qthei^qfithe-.^brGa!eRtibfe 



of- 'tfeveud platess^passlt^? 0 ^# bne : 'of?the;qpntaqts#df#the'correspondihg 



,r^gsj;bf 3 ' qEe :? bfc'-ftie. 

/ ’’• # ’ > L. #' *•: v;-/’ • /'■ '.V_ £ ^s/'^Vs5r rj+~K**^f* % :'\-'t-t 1. •** *t''V rv - -> /y ^ S- ^ v^-a#S’r ,-.;* . >'’«#? • ' ' 



coatactsi'oa'vfche 
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A means of providing an irregular wheel movement in . . 

Cipher Machine of ' tho-Hefeern -and cuJlXo-V urfcLuuU.. 

Enigaa-Jtgqife. m Q 



The basic principle of this invention utilizes the cipher wheels of 



the cipher machine to provide an irregular selection of the particular 



wheel which is to be moved. A method of effecting this selection is to 



provide, in addition to the present ring of 26 contacts on each face of the 



wheel, a second ring of 26 contacts, which contacts are independent of 



the first mentioned set of contacts * but are connected to each other in an 



iregular manner, analogous to the manner in which the first mentioned set 



of contacts are connected* Also the end plates will bear a double ring of 



contacts which coincide exactly with the two rings of contacts on the face 



of each cipher wheel. These two rings of contacts on each end plate are 



connected as indicated in Figs. 1 and 2 of the attached drawing. 



The action of the machine is as follows* When a key is depressed, two 



contacts are closed, namely, (l) the key contact which allows a current to 



pass through one of the above-mentioned rings of contacts to operate an 



indicating device giving the encipherment of the letter corresponding to said 



key and (2) a universal laam contact which permits current to enter at a 



single contact of the other of the aforementioned rings of contacts on one 



of the end plates, pass through one of the contacts of the corresponding 



rings of contacts of all the cipher wheels, and pass out at one of the 



contacts on the corresponding ring of contacts of the other end plate, and 



thence to a selecting magnet which permits the cipher wheel corresponding 
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thereto to move forward. 



Figure 1 is a schematic diagram of theinvention® 1, 2, 3, 4, and 5 



are the hereinbefore described cipher wheels; 19 and 20 are the end plates, 
6, 7, 8, 9, 10 are the wheel selector magnets which allow a mechanism to 



step one of the wheels forward at each depression of a key; 11 and 13 are 



the rings of contacts through which the current passes to the wheel 



selector magnets; 12 and 14 are the rings of contacts through which the 
"key to lamp" current passes; 15 is the key contact; 16 is the above-mentioned 
universal bar contact; 17 i3 the source of power; 18 the reversing switch; 

21 is the indicating device; and 22 is the connection to the universal %a» 
which may be connected to any -ene- of the rings of contacts 11 on end plate 19® 
Fig, 2 shows manner in which the ring of contacts on end plate 20 ^ 
through which the current passes to the selector magnet s^are connected to the 



wheel selector magnets. 



- 2 - 










»g k,v iWv *• ‘^^;! c «^/«Kt&<»^-*& {? " ® ;■&&<* ?.*->■•■ c-x^je «j 






' --.-.'I , /f jer ~.r ,: 



^sf^MSs5&^1^v«*ii' J*"si " 5 .' 



vSS-stA&jCgji 

-- **&+ .* *> -v*.i ■»*>■.■;■* *^ *■'"•' v fc >,w-. B i!Vv.. ^ i».-: 4 -.T‘4? i s ^S- V 1 - ".*m*A - 



i'M’?Qffr2io’M6 nfescts i^Sai{^clsniWct'is'':'kre :• Ind 



t \ V/UU VCfcW won’ y.vWVA V 



c ft->:'- K -5:‘ y- ; v^''“ indic&tins.fdevice-; GivIne?:the; .enclDberffleQt:-6r' ':ther : letter: iGorresoondiii^’ to:' said : -/ .;;' : ' : - 



+-**&&££ f* '■'' + 



• r-S. - V-^V s? --X • • < «<• •'•^S-- V w; ,>-y. 












iW-3 'wftvi ' V'. v ■'■ 



■•■ ^KV^:v ::<w^%; r:^:r ^ '; 

■:. "■■ <f». ••xff . -’which, may •b&Veohnected ?£b^&rijx{one ;,6f -t the\ri'aggjdf^:c6nta< 



fx . • y'V' rV&A **'* •' • •' v ' vY^V 1 **-. < 










iheS’et 6‘ to saovio ' r f or# are' 

■ < ' h *■ i. . *4’, 3»* 



|’tp?re hcb^atic; 



•6i'':-7#’S's :.9^-10/ar©^t^ -which:' allow 1 a^aschaijxsa; to 



Bt%.‘-iOne>df ' ,th&%heel ; ; 



the ;< riag3 of contacts- througli which the' cufxeb't .< passes to theiwbeel '. >v 

- >, ■*„, v-c'-f'. 1 h** *./h ; v 

iVr! - ’ ;; " , j'Vh ' ^ :V ; V 



hkey, t'6'- lenp' 

I. C • ■ ■#*’ if/- > > ; •*• , , 



itttvera^^teRr y centac^^ 



oower 5" jr8 : tnd>.r»jyer3iag . switch! 



2l ; : :is- 'Ut& indicating, 

f'5; ?T/.\ ; V,' -. >*=(; ' -..' j.'vN. V ;' 

. •*.-• v ;;••>•• ,-iV -■*:■:■-$■? >i* ,.?i 






which -my- •t3e;• : c6nn^i$(^^o^^'V•^a^:' riT>«j3 of : contacts '.ll.!-on -'and -piste: 19 

>*■■' |i ; &;•*•■■ vTi*. '. ;>v, .Vr : ,?V ' ;••; '.';• ^.i.--'; ; - : . ; ;•>,%.:• :.; -i v 



2 hhows;^e^ wKieSvth'etziiaiR^^ 



: through which;, tfce3'6urr aaghets . are connected to :: the 

•’■ \ • f ' ’• v*' ,-.V. •/ },*■ / .■‘r ? V,’-,vi \ • w> w x&5v l k% ■ - J • V.' J ^-“ - - ''t-- ”5*1' v- r >- V'-’>V- v V*'j* •• V-v "'• 

wheiil -aele'Q'&r- ' cagnet s <,h : ; ?:!r^'r; y .; f h/vv ,;:-. 1 1-. •' .v;‘ ^ 
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TOR DEPARTS.® NT 

Office of the Chief of Air Service 
Patents Section 

Munitions Building, Washington, D. C. 



(Use separate sheet for each invention) 
FOLLOW INSTRUCTIONS ON BaCK 

^ ' 1“ 



|R> 

CVv 6 

^VoJSSIq C$UA.d}' ) V 



'Ami 1 -' 1 t 



(a) Inventor: 

- ( 1 ) Name : , 

(2) Rank, position or employment: 

(3) Permanent address: Uj-<suJK >&> C- • 

(b) Title of Invention: ■ / i , 

^■ax.^i.o-vvv.-H/iA.^e or, < zlk.C$AJLCtiA &JV 

(c) Description ofvlnvention. D • ^ 














(d) Dates and 
(1) 


places of Invention: 
Conception by invent ohS: 


v\am^o 1S\ 


at 


(2) 


Disclosure to others: 


TJ ' 

v "Wk- 


at 


(3) 


First sketch or drawing: 


y L \ id as 


at 


(4) 


II '' ' ' .S’ 

First written description: 14^^ 


at 


(5) 


Completion of model 
or full sized device: 


u 

'VUl — 


at 


(6) 


First test or opera- 
tion of invention: 




at 



(e) Results of tests, and 

extent of use of invention: 



lAytrvvu— 



(f) Names of persons having knowledge __ 

of facts stated under (d) and (e): . ^xrv'-'C, 



(g) Prior Reports: -ywrv*£— 

(h) Patents and Patent applications: 'VUO’VU. o^W Wa/-v J* 



(i) Rights of U.S. Government: 

(j) Licenses or Assignment: — 

(k) Contracts involved: 



5^ * lf)K ' 



Contractors 
Contract No. and date 
Subject matter 
Location of Plant 
Official title or 
status of employment 
of inventor: 



Address 

Type of Contract 



X *• 



\ri 



^ . v - 

i V 
I T-c ■ 



(l) Signature of witness and date: 



Signature of inventor and date: 

c/ flPstsu 



x j 

'v*>. 



(m) Remarks of Forwarding Officer: 



Signature of Forwarding Officer 
and date: , 
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(a) The inventor should give 'his permanent address. He should also give 
his rank, corps position or status of employment at the time inven- 
tion was made. 



(b) The title of .the invention should start with words indicating the 
class to which the invention belongs, such as "Method of" or 
"Process of" in case the invention relates to .a method or process; 
or the name of the article, device or type of machine in case the 
invention relates to an article, device cr machine, or the name 

of the material or composition in case the invention is an im- 
provement in material or composition. 

(c) The description of the invention may be brief, provided reference 
is made to detailed specifications and drawings, which should be 
identified by date and file number ti-i' official, or 'should be 
attached to the report if .not p'art; fo'i the official records of the 
War .Department, In either’ ca’se/wali .drawings and descriptive 
pamphlets relating to the invention 'should be’, listed, 

(d) Care should be taken to give the earliest date on which the inven- 
tion suggested itself to you., even though it was not completely in 
mind. If the invention' comprises different- inventive ideas, give 
the date's with ref erenceito each part of the .invention separately, 

. taking care to identify each part clearly in the description of 
the invention. ' 

(e) State whether or not the invention was found to h.e operative, and 
the degree of success attained at each test of the model or full 
sized device. In stating the extent of use of the invention, 
separate "use by the Government" from "commercial use", 

(f) State the names of persons who had knowledge of the invention 
and facts concerning it on or about the .dates mentioned. 

(g) Has description of invention or report of test,, ‘if any, been sub- 
mitted to officers of the War Department ? If so, when and to whom? 

Give references to all prior reports, including all information;, 
heeded. to locate same in files. 

(h) List all applications for patents by filing dates, serial number 

and title. List all patents by patent number, date of grant, and title*. 

(i) Has tender to the United States been made? If so, .when and to whom? 

If not, tender the use of the invention to trie United States or 
explain why not. 



(j) State what, if any, rights in the i n v en t i o n shave be.e.n granted to 

others; including extent of interest granted and date of recording 
assignment or licence in Patent Office. 



(k) If contracts have been placed for the invention, or if the inven- 
tion was made in connection with the performance of a contract in 
which the United States is interested, the facts should be given 
■ ’ briefly, including contractor’s name and address; Contract No. and 
Date of 'Contract; Subject Matter; Location of Contractor's Plant 
where work was done; and Official Title or Status of Employment of 
Inventor, 



(1) It is desirable that the witness be familiar with the facts' stated 
’ • '■ concerning the'.. invention and have a sufficient understanding of the 
invention to- : describe its construction and operation. 



(m) The forwarding of ficer 'should give his opinion of the value 01 the 
invention to the U.S. and whether or not the prospective develop- 
ment or the art to which the invention relates would make it advisable 
■ to protect the inventioi^ and the Government’s right to use the same 
by an application for pa 1 
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1. • There Is appended ‘herewith a % ; i 
report on the security of the M-228. , 

The material on which this study, was 
based; was taken from War Department v ■« 
channels and is a true indication of 
the type of security which may be 1 ; 

/ expected from usage of this equipment.; - 

.:.2i The recommendations given 

- below were arrived at in a conference 

among .Ma jor Rosen; Ma jor Hiser > Captain , 
Douglas and myself s ' / •. . 

,.;/\a : . -It; Is recbmrnehded that a study 
be undertaken immediately by the v 

• ablestcryptanalysts in SSS to deter- ' 
mine if it is possible to reconstruct 

>;• the cryptographic 'elements used" in the 
M-228 under : the conditions stated in 
the appended^ discussion.' > ‘ 

■ b. It i s further recommended that •" 
the M-228 be used for confidential 
and lower classification on radio s 
^ndn then only under special conditions 0 
» where complete supervision and , 

: control can be exercised by personnel 
, properly trained in handling the M-228 ' 
both from operational and security stand- 

- points} that for such use special keys 
will be arranged; that typing reper- 
forators or equivalent equipment be • 
used} and that under no circumstances 

... will confier ence calls be permitted. 

o. It is further recommended 

* that no change be made in the present 
use of the M-228 on circuits such as land 
lines which are reasonably secure from 

.' "interception., 

-d. It is further recommended that 
a study he undertaken to determine the 
most expeditious method of handling 
traffic over channels similar to the 



, l 

(oont*d) 

■ i . .. 

i " • 





Washington *Dondon j Washington -Brisbane, 
or WasMiigton-^glora channels. This '-i: 
study should bo -diracted touards ( 
evaluating the relative merits of 
.. fiilly automtic . versus systems using 
the 134-G ahd Usual transmission 
. -'.agencies. - . - . v; 









Prank B. Rovlett 
Major, Sig.C. 
SPSIS-4 
8 June 1943 
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Report To: Colonel Cor&erman ' ' ■ .• ?„c'-y . ‘ . ; :V;j 

Subjects Report on the M-228 ‘ 



1. The M -228 l,s the mechanism for generating a key' which v 
is used for the encipherment of plains text signals generated by 

a teletypewriter mechanism. The invention of the cryptographic 
principle vas sad© at SSS and reduced to practice at the SCQDL» , 

The electrical application of the cryptographic key generated by 
the $-228 is almost identical with that proposed by Gilbert S* , 
^ernam in 1&L8 and -'later*- (See Vernam patents attached.) The 
$-228 was proposed initially for encipherment of messages to be 
transmitted on land lines. It was not contemplated tliat it should 
be used fed? enciphering signals to be transmitted by radio. ■ ’ ' 

2. The relationship between the teletype* the M~ 228 (key 
generator) and the *■ device (applique unit) which "scrambles^ the ; 
plain-text signals is shown In the schematic diagram of Fig* 1. 

The teletype generating the plain-text signais is standard equip- 
ment which feeds the slgnals ! into a group of relays inside the 
applique unit* The H-228 consists of a set of 3 Cipher Wheels 
which, in conjunction with a teletype distributor head* generate 

an extremely long sequence of impulses similar to the plain-text • 
signals* The ionises of the M-228 are fed into the relays of the 
applique unit where th© combimtion of the plain-text and key 
impulses are effected as described below, to produce cipher text* 

On the receiving end the conditions are reversed. The signals . 
of the enciphered text are fed into the relays of th© applique 
unit where the key generated by” the M-228 is removed and the 
remaining plain-text signal Is fed Into a standard teletype 
printer to produce the plain .text version of .the message,, ‘ > 

3. a. Gryptanalytically* the encipherment effected by 
the applique unit Can be expressed as a mathematical equation 

' with elements of a limited binary system of 32 combinations. The 
Baudot Cod© used by the teletype is nothing more than the ex- 
pression of 32 conditions by means of combinations of elements 
referred to hereinafter as and' -^* The equation stating the 
Conditions of encipherment is sli^ly P 4% X • C* ■ 

b In the , ease of the encipherment of a single letter, > 

say the -first letter of a message* the specific equation will 
bedomey^ Likewise* thesecond* third, and fourth - 






©aciE»!h©iiaent 5 etc«^ may '.tagr i »9JiflBeiV' ; ^rp0 , - 

•\eqU&tiiQa : ufcin&; ^'4p|voprlat9''s#80Fi^t8i. % 4- Hj/aydgWtoV 

Given the , conditions that two messages are enciphered by the . 
s ■ sake ; Jcey.# 'if ' 'the ; second ! messag® is represented ' by primes* . ' these 
■ ■ equa/iions may he wltten as ’ P^ V 4- • % W ■ 0i f etc* ' ; ' . , ; . . 

. ; c ; . Given the first .letters of , tiro /.messages enciphered : 

:15y ’the "s 
ares ■ 



• * Since: , .- < ^- 
be aVail&bletO the" cr^tanalyst# 0^ and>%* may be considered 
as known., giving 2 equations with 5 unknowns* By subtracting on© 
equation from the other* the K^ * s can be eliminated giving ’ . ' 

^1^“ .-■. c l .r-r0x^: a single equatlonvithS iinknown3* l^ 

equation ---can be solved, Since the eonditiohs;that P^ and * must 

b© piain-text letters can b© applied. I^acticallyj, this vould be 
affected by considering several equations at one time and examining 
a probable word for ; either; the P or the P i, ./an. indicated in the 
following paragraphs., . i 

i ■ .. ' “ 4 ' ’• i J:‘'(ihcio*ure *2): . ■■ 

4* a# There is . attached a /charts which gives the Baudot 
'equivalents of the . 26 : letters of the .alphabet plus the 6 -functions'" 
of the teletype ‘giving a t©talbf;32 distinct combinations* :.&$■ ■ 

: stated .above ln Par. . 3 b these combinations may be considered as 
elements of a system Of binary notation and the > customary processes 
of addition* subtraction, multiplication, and division may be 
applied. ■ : ' The cryptographic f unction of t the relays of the applique 
? units is to perform addition of the 5 impulses of the plain text 
letters generated by the teletypewriter with the 5 impulses 
generated by theM- 228 , Since all 32 possible combinations sr© 
generated by the M~228 # , a total of 52 X 52 conditions will arise 
from the addition of a plain-text signal and a key signal. This 
can be best demonstrated by performing an example in addition which 
simulates the action of the /relays . Suppose the plain text to b® 
enciphered is the plaint text wpbdlTHB* ,, The Baudot equivalents 
• - for tb © 5 letters, are shown "belowi 1 

- • ' ’ ■; \T J J8.: : ;t - ■“ + ■■ ■ ' : 

...... , i-. " JJ .-.jjj, ./'t ,* '** <fr- ' • ,■ , 

..Jg >•“ .. tf ■"* '** \ ■ 



ame key the equations : per lining oo tnose wo. letters 



. ?V : - • ///■ 






; sp. 



'I ';77 



a*i& : 'Cs •' ’ are- the eiohen texts of the messages Which Will' . 





F ID : A4I2688 6 V. 

iuLtp-'i.- ■' '■■■■ : . ..." - ■ • ; . 



' Let it be assumed: that: the 



•Av - J 



1st Key eomblmtioni' 4 ~ t 4 +V 
/ ;v .. V 2nd Key eoahinatibns - « 4 + 4 4 , ■ a >. ^ 4 . 

; .. 3rd Key cfflabination? + - 4 ■ ‘ a'a* ‘ va r > 

reference is made to the aoeot^panying chart (Ihel. Ho* 2) * '.it 
will be noted that the fir st key ; combination corresponds to the 
letter X* the second to the letter V* sndth© third to the ietter 
1C. (Che additionperf ormed by the relays ofthe applique unit 
can be effected by the application of the f ollowiiig rule; If two 
like elements are added a 4 is obtained; if two \nOike eiements 
are added* a >, is obtained." ^ case will 

be non-carrying| and since only two elements are used in the ' 
system it will be noted thata&dition ahd subtraction produce 
identical results * Based on? this rule , * the addition of T and the 
first key combination produces a eoiflblnation which corresponds 
to the letter L; H and ? ^ve;Y; ahd B and YgiveJ* as 'shown. t-- 
herewith; a? : V*-L V. ; 



^ir £b key x ombinat ion 



2nd Key combination 



3rd Key combination 



s*i- 

(X) 


"Jv-: 44 * 






• 4 , * 




H 


. ft; 4» 'W 4 • 


(V) 


• ; ; •« •>"* ; 




4 — 


' -rifa 


. •’* ■ ‘ . V_£* 


E 


: .4» - , : fitf*- 


m 


<4 «*<.•■ -4 ! 




%;?■■■ ‘4 






1st Letter 



,x: Y 



W- J 



3rd better 



b. As stated above* the addition of each of the 32 _ , 
elements with itself and all the other - elements gives ( 32 ) ^ - . 
combinations 4 these cc&binatibns are. represented :in table 
attached (Incl, No. 3). Referenc© to this table permits rapid 
addition of plain text and key to. give cipher* or an addition of 
cipher and key toproduce plain text.; the table is reciprocal 
in j^^«Era--'^aai(9L : the plain-text letter Is 

sought in the sequence at the left hand side of the table; the 
key letter is ooi^ht in the Bequence at the top of the table; * 
at the intersection of the rovirwi. column so defined, the cipher- 
. text -letter . is found. 'v It-j'-u; t : : ^:,C, a • - ' v v .= : , •' 
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: ■;. . ' , vr''\ v 'v "■ 

■«. : ■ v ; ‘‘ •’ ^ 

v,' •!'■■■■ • [a. The solution of the ''equation referred to In ' 

s-. O dasa b© ©ffOcts^empiridai^y for fcu© teats enciphered , 
’ by th© aa5B© k©y as ^olloOT, ■;3jp.-thd. ass , umption is eorreet' the ■.; 

7 •'■ .esact key, used i*or its ©aoiphOOTent can be obtained by us© of ■• 

.' $h®' - ;.®bie'''k^ 3 r-‘-eaa. thon.'b.® -''applied to the : - other-: -of ' the,- -fflk' 

" : • s^®pfe^eeed' messages - to produce th© plain ’teat corresponding 
thereto* as doaosietra^ ted in the following paragraph, ' 
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EO 3.3(h)(2) 

PL 86-36/50 USC 3605 





EQ 3.3,(tj)-(„2-} 

pi' 86-36730 USC 3605 




using the 

M-2#8 for which identical setting of cipher wheels were used* 

The solution of these messages is fairly simple. - It can he ' 
greatly speededug?by application, of machine methods and detailed 
wonlcsheets appended* A description of the Jffiethod used, 
while fairly , simple, is hot within the scope of this paper « 

5. The B-228 is misleading in appearance. The fact that 
it uses the same type’ of cipher wheels as the SIGABA immediately 
suggests to the observer that it effects the same type crypto- 
graphic treatment as the SIGABA. The SIGABA uses an entirely i 
different ca?yptogrBphio principle j and consequently its security 
is much greater than that of the $5-228* She fallacy in assuming 
that the M -228 affords equal or comparative security with the 
SIGABA is dangerous since it produces a false feeling of 
security In the minds of those who do not appreciate the crypto- 
graphic principles about which the two machines are Constructed* . 
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••6.V. Insofar as the security of t&e 11^228 itself is . 

concerned, considering the mchlneasltis novbelngused., ' 
thewriter is a\rare of ao method fox* reeonstx^eting the - wheels .: 
v ^/cas©'a-.ia?^ , ;pwtioa : ,^f ;\t%-|nir©: ;key %; is available, Sow© yep* - 
this appears bo b© a dlffloulfc problem, but in view of the fast 
: th©t the principle isnew in the art and that no extenaive study 
of it has beenma&e, there is son© doubt in the writer*© mind 
. ©at ©the validity of the assumption that the wheels can not 
be necoastrneted under the circumstances of its present usage * 

For e;sample; in the solution of the messages Of fable 5 » 6, etc. 
considerable pur© key was recovered, which might lb© sufficient 

-'.-■'•■-'7* ’••-A prin&ry weakness of the 11-228 lies in the fact that 
transmission can be mad© in the clear due to failure of contact© 
eftheapplique unit, or a simple failure on the. part of the * 
operator to throw a switch t© cipher * In tope transmission on 
certain circuits the entire message Could be transmitted without 
the operator*© being aw©re that the message had gone out in the 
' clear. It is .. therefore necessary to aonitor allH-228 trans- ‘ , . ' . 
missions between the time of the encipherment and the time at 

■ 8. , In view of the fact that the 228 was designed for 

rapid handling of messages to be crypt ographed, retransmissions ‘ 
of messages are made without paraphrasing*; This happens most . 
frequijnitly with new opex&tors- and' ,$($; general it is due to 
operational difficulties rather than functional or machine \ 
difficulties. No security study has been made, to determine:: •> 
the effect of such transmissions on the fundamental security 
of the system. : '••• v - 1 - •; >■ :■ a \; 

9* The M-228 lends itself for use in conference calls . The 
nature of the language and text appearing in such a call cannot 
be readily controlled from the standpoint Of security,' v and it is 
possibly more stereotypic In Jfcture'.than. any; other type of com- 
munication other than 11 synoptics". This is because conferences 
usually consist of questions and answers and if a simultaneous 
recording is made of both channels, the assumption of plain text 
by .the cryptanalyst is simplified considerably.,,,- Such things as 
OK, CAR RET LIRE FEED , GAPLS /..and THAT IS ALL, will appear and 
can be readily recognized'* If the system has any Inherent weakness 
this type of usage will permit of its utmost exploitation. 



A ... 



'-v- . 
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10 , In the foregoing discussion the emphasis was placed on 
solution of two messages sent In the same key*. Ho. fair estimate 
of the security of a properly phrased> well -composed, and correctly 
cryptographed message can he given. However, for such communica- 
tions the security of the M -228 can he estimated as lying some- 
where between one tenth and one fourth that afforded by the , 

SIGABA . In view of this statement , if the SIGABA is considered 
as the ultimate ih sectipity ahd the criterion of secret classi- 
fication is based on the security afforded by it, it would appear 
that the' M-228 oh >adlo would afford only "confidential” security. 
Vhen it is considered that the bulk of traffic will tend to move 
on M-228 channels thAd''Ostiaatd: ! 'i^^ Ifeubtful as to 

whether the M-228 should be used for messages of secret classifi- 
cation, when such channels are subject to interception. . . 
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CSGAS-14 20 September 1949 

WOMNDmr ?OEs CHIEF, -AMffi SECURITY AGENCY 
SUBJECT: Replacement of the COM ■ . ' V : 

REFERENCE : (a) AFCIAG Document 13/4 of 14 Sept 49 



1. . a*' In connection with reference (a), it is deemed 
advisable to note that the ECM-SIGABA Is covered by a number of 
patents or patent applications. ‘ 

b. Certain of these patents or patent applications are 
owned by the Teletype Corporation. The exact number of these 
oases, their serial numbers, and specific nature are unknown to 
this Agency, as they are being handled under Navy control. 

c. There are certain other patents or patent applica- 

tions, covering certain subsidiary features which were invented 
by Navy personnel. Details of ownership are not known to this 
Agency. , ' ■ - >• • • y. , •, 

d. The basic cryptographic principles employed in the 
equipment are covered by the following patent applications, still 
in a secrecy status under the "Three-Year Rule” (Sec. 4894, R.S. , 
as amended) and also under Public' Law No. 70Q (War-time secrecy 
for patent applications)? 

Asp. Serial No . ■. Inventors . Date filed 

682,096 Friedman ’• 25 July 1933 

' V ‘ 70,412 Friedman & Rowlett 23 Mar 1936 

In each of these two cases the U. S. Government owns the entire 
right, title and interest in the invention, throughout the U.S. 
and territories and dependencies thereof, but not elsewhere : the ■ 
inventors have an irrevocable, . assignable, and exclusive license 
to make, use and/or sell and to license others to make use and/or 
sell the invention. .. Attached hereto is a copy of the assignment in 
each case. (Incl. 1 and ,2). 




